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M. Chairman and nmenbers of the Subconmmittee:

On behal f of the Commander in Chief of United States Space Comand
(USCI NCSPACE), | am pl eased to have the opportunity to discuss the subject of
Informati on Assurance (I A) as it relates to United States Space Comrand
( USSPACECOM) operati ons.

The President’s 1999 Unified Command Pl an (UCP) assigned USCI NCSPACE
responsibility for Conputer Network Defense (CND), effective 1 October 1999.
In addition to conducti ng CND operations, USCINCSPACE al so has the
responsibility and authority to support all other Commander in Chiefs (ClNCs)
to plan, devel op and advocate national requirenments for CND.

The formal nove to place responsibility for CND under a CINC highlights
the recognition by our nation’s | eaders that we nust rapidly inprove joint
operations in order to protect and defend our critical DoD Infornmation
Infrastructure (Dil). Several factors nake this necessary as we enter the
21°' century.

Joint Vision 2010 ains to achieve the four operational concepts of
dom nant maneuver, precision engagenent, full dinmensional protection, and
focused | ogistics. These concepts enconpass a broad array of capabilities
required to neet the challenges of the 21% century. However, to achieve
these capabilities, our joint forces nust be able to maintain Information
Superiority. W nust place special enphasis on the inportance of defending
our information systens in order to attain and sustain Information
Superiority.

Today, a broad range of threats exists to our information infrastructure,
and therefore to our ability to maintain Information Superiority. 1In
addition to these threats, USSPACECOM has becone increasingly aware of
certain vulnerabilities inherent in our current Defense Information
Infrastructure (Dil). Qur concern is heightened because any adversary wil |l

| ook for ways to exploit our vulnerabilities and nost likely apply asymetric



strategies to exploit or attack our defense networks and reduce the United
States’ ability to maintain Information Superiority. W believe that “cyber
aggression”, as part of an adversary’s overall strategy, may occur well in
advance of any direct hostilities and | ast throughout any conflict. The
potential for cyber aggression and the United States’ readi ness to confront
this energing threat to our defense networks is a tinmely topic for today’s

di scussion and highlights the inportance of Information Assurance.

In the last five nonths—since 1 Cctober 1999-USCI NCSPACE has focused
efforts to “normalize and operationalize” CND across the DoD. A trenendous
amount of effort is underway across the DoD to enhance | nformation Assurance.

USSPACECOM has a gl obal responsibility for CND. As such, we have a
gl obal perspective of CND as it relates to A A represents a set of
nmeasures aimed at protecting and defending information and information
systenms. CND is a key elenment of I A and nust be carried out at all |evels
within our information systems. Al CINCs, Services, and DoD Agenci es t hat
operate a DoD network are responsible for I A and subsequently responsible for
defense of their networks. W know that a risk accepted by any one part of
our network is a risk inposed on all parts of our network. Current
initiatives such as the Defense-w de Informati on Assurance Program (Dl AP) are
critical, in our view, to provide the capabilities we need to protect and
defend DoD networks in order to maintain Information Superiority.

USCl NCSPACE advocates increased resources, policies and practices to produce
robust A within the DoD

However, there is a key difference between the 1A and | ocal CND
responsibilities held by the CINCs’, Services, Agencies and the
responsi bilities of USCI NCSPACE. USCI NCSPACE is responsible to | ook across
all CINCs, Services, and Agency information systens within DoD to provide
Joi nt Force Conmanders and our National Command Authorities operationa

| eadership for “G obal Conmputer Network Defense.” This view of global CND



is nmore closely aligned with Defensive Informati on Operations (DO than that
of AL We agree with the inportance to properly align responsibilities and
authorities across the DoD for CND, and we will pursue this over the next
several nmonths as CND policies and directives are devel oped.

USCI NCSPACE brings an operational perspective to plans, prograns and
policies across our DoD related to Informati on Assurance, especially those
i nvol ving Conputer Network Defense. As we nove forward to build upon the
existing DIl towards a Gobal Information Gid (A G, USSPACECOM wi || i nject
an operators view of what is required to effectively operate, protect and
def end, our essential information networks. In concert with the essenti al
nature of Information Superiority contained in Joint Vision 2010, we believe
our defense information networks nust be devel oped, operated and sustai ned
just like any other “weapon system” W advocate a |ayered information grid
architecture to enable a defense in depth systemthat can be operated through
establ i shed conmand and control nethods.

“Protect and defend” includes a range of activities fromDoD policy, to a
collection of capabilities and procedures, to conducting defensive
operations. Wen we conduct defensive operations, we will |ead joint
operations planning to devel op and enpl oy nmethods and capabilities to deter
agai nst cyber aggression. This approach is consistent within the Chairman’s
joint instruction on Defensive Information Operations (DIQ. This is
i mportant since the operational objective of any gl obal conputer network
def ense nmust be relevant to the Joint Force Conmmander in the conduct of
overal | m ssion operations.

Shoul d our defense posture fail to deter cyber aggression, we will |ead
pl anni ng and operations to defeat a cyber adversary. All USCH NCSPACE pl ans
and operations will be conducted within the Joint COperations and Pl anni ng

Execution System (JOPES)



Si nce USCI NCSPACE assuned the DoD CND nmission five nonths ago, we have
led the DoD's efforts to nornmalize and operationalize DoD networks to achieve
I nformation Superiority. Here are a few highlights:

USCl NCSPACE est abl i shed several initial priorities in order to protect and
defend the information systens used everyday by our soldiers, sailors,
airmen and marines as they carry out their duties around the world. CQur
first and forenost priority is to provide operational support to our Joint
Force Commanders as they plan and execute m ssions around the globe. This
i s acconplished through CINC I evel coordination and through the
operational focus of Joint Task Force for Computer Network Defense, or
JTF-CND. Concurrent with USCI NCSPACE assunpti on of the DoD CND ni ssion on
1 Cctober, JTF-CND was resubordi nated under USCI NCSPACE as part of a major
step to significantly enhance conmand and control for global CND
operations across the DoD
Prior to the Y2K roll over, USCI NCSPACE established Y2K as an operati onal
priority. JTF-CND successfully executed a Contingency Plan to assess
whet her any Y2K-rel ated event was nalicious in nature. W learned a |ot
fromthis effort and today we are better able to neet energing threats to
our networks.
USCl NCSPACE al so nmoved forward to transform exi sting processes related to
the defense of our DoD networks. Across the DoD, we found that a
trenendous amount of effort and hard work has gone into devel opi ng net hods
that reduce our vulnerabilities and conmunicate alerts to our forces
worldwide. Nowis the time to build upon these successes by applying this
work to the way we normal ly conduct joint operations.

— W intend to standardi ze and operationalize our DoD approach to

I nformati on Operations Conditions—er | NFOCONs—n order to rapidly



synchroni ze required CND operations in support of our Joint Force
Conmmander s.

— Aso, we will nove to streamine |lines of comunication and
operational reporting to enhance Joint Force Commanders and all DoD
networ k operators appreciation for actions required to maintain
I nformation Superiority.

Anot her key USSPACECOM | eadership effort involves injecting computer

net wor k def ense operations into joint exercises. USCH NCSPACE is conmtted
to at | east one major joint exercise per year to validate effective
command and control of our global CND m ssion operations. This year’s
exercise is called APOLLO CND. It is in direct support of already planned
USCI NCPAC and USCI NCTRANS concurrent exercises related to novenent of

mat eri al and personnel throughout the Pacific theater of operations.

Joint exercises are an essential elenment of our efforts to validate joint
concepts, tactics, techniques and procedures as we nove forward to
normal i ze and operationalize CND across the DoD. As our national security
strategy evolves with respect to cyber aggression, we believe that joint
exerci ses could also play an inportant role to denonstrate United States
Information Superiority and | eadership within the world.

Finally, we have identified a whole range of inportant tasks that mnust be
pursued in order to fulfill our goal to normalize and operationalize

gl obal CND operations. These tasks range from defining operationa

requi renents, to shaping technol ogy progranms, to advocating for inproved
trai ning, education, nodeling and simulation. Al of these efforts wll
center on increasing the operational readiness of our critical defense
networks. We know that all of these supporting tasks are essential and

will allowus to be able to operate, enploy and sustain our critical



defense informati on networks just as we do other weapon systens. In this
way, we will be able to maintain Information Superiority.
As an energing threat, Information Assurance represents a major focus for
USCI NCSPACE as we | ead the DoD towards normal and operational Computer
Net wor k Defense. It is an enornous challenge to operationalize the defensive
efforts required to maintain United States Information Superiority. W are
vi gorously pursuing efforts to achieve effective global CND operations and we

appreci ate your continued support.



